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2 Introduction

2.1 Purpose of the Document

The purpose of this “SSC API V1.0 – Release Notes” document is to provide a list of all the characteristics of the SSC API V1.0. 

2.2 Addressee of the Release

This document is intended to be a reference for both end users and developers who use applications that can be integrated with personalized CSP and standard PKCS#11.

3  System Requirements (HW/SW)

This section lists the hardware and software configurations compliant with the SSC API. Other configurations not yet tested may be added to succeeding versions of the SSC API.

3.1 Hardware

The module has been successfully installed and tested on personal computers equipped with Intel processors and the following smart cards and smart card readers:

3.1.1 Supported Smart Card Products

The smart card products supported are:

CardOS/M4.00

CardOS/M4.01

CardOS/M4.01a

CardOS/M4.10

CardOS/M4.20

CardOS/M4.20 (64 kb)

CardOS/M4.20b

CardOS/M4.30b

CardOS/M4.4.4

3.1.2 Recommended Smart Card Readers

SSC API has been successfully tested with the following PC/SC readers:

	Manufacturer
	Model
	Connection type
	Driver type

	ActivCard
	ACTR-01
	Serial
	PC/SC

	Eutron
	CrytoIdentity
	USB Token
	PC/SC

	Gemplus
	GemPC 410
	Serial
	PC/SC

	Gemplus
	GCR 410
	Serial
	PC/SC

	Gemplus
	GemPC 430
	USB
	PC/SC

	IPM-Net
	MiniLector
	USB
	PC/SC

	IPM-Net
	MiniLector
	Serial
	PC/SC

	Towitoko
	Chip Drive Micro100
	Serial
	PC/SC

	Omnikey
	Card Man 1010
	Serial
	PC/SC

	Omnikey
	Card Man 2010
	Serial
	PC/SC

	Omnikey
	Card Man 2020
	USB
	PC/SC

	Omnikey
	Card Man 3121
	USB
	PC/SC

	Omnikey
	CardManMobile
	PCMCIA
	PC/SC

	Precise Biometrics
	PB 100 MC – PB 200
	USB
	PC/SC


List of recommended PC/SC readers

Before the installation, be sure the smart card reader is installed correctly on your system. Refer to the reader manual from your preferred manufacturer.

(For some Operating Systems the installation of SSC API may fail if no reader is correctly installed)
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 Warning: Any PC/SC compliant smart card reader should work fine. However, occasionally problems may arise for various reasons (for example some smart card based operations are not compatible with the timeout of the reader, etc.). Readers contained in the above list are recommended.


3.2 Software

3.2.1 Operating Systems

The SSC API has been tested on the following Operating Systems:

MS Windows 2000

MS Windows XP

MS Windows 2003

MS Windows Vista

MS Windows 7
MS Windows 2008 32/64bit
Please note that MS Windows 2000, XP and 2003 operating systems have many native features that extend basic and security functionalities by the use of smart cards. This SSC API implementation allows the user to integrate all these functionalities.

To get a full overview of MS operating systems’ smart card based functionalities please refer to the Microsoft documentation.

3.2.2 Applications

As SSC API consists of a SSC_PKCS11 module and a SSC_CSP module applications using one or both of these interfaces can be supported. As sometimes such applications do not comply with these interfaces entirely only the applications tested with SSC API are recommended. Nevertheless it is possible that other applications run with the SSC API correctly.

The following tables show all the third party products that were successfully tested with SSC API.

	Applications
	Version
	Use

	Netscape Navigator
	6.2, 7.0
	SSL v3 strong user authentication to establish an https connection with client and server authentication

	Netscape Messenger
	7.0
	Signature and encryption of mail messages

	Internet Explorer
	5.0, 5.5, 6.0, 7.0
	SSL v3 strong user authentication to establish an https connection with client and server authentication

	Microsoft Outlook Express
	5.0, 5.5, 6.0
	Signature and encryption of mail messages

	Microsoft Outlook
	2000, 2002, 2003
	Signature and encryption of mail messages


	CA Products
	Version

	Microsoft Certification Authority
	4.0, 5.0, 6.0


4 Objects of the Release

4.1 Released components

	Component nam
	Related File
	Brief description

	SSC_PKCS11.dll
	<system dir>\ SSC_PKCS11.dll
	Main PKCS#11 module

	SI_Csp.dll
	<system dir>\SI_Csp.dll
	Main CSP module

	SscKernel.dll
	<system dir>\ SscKernel.dll
	High Level interface module

	SiModule.dll
	<system dir>\ SiModule.dll
	Utility module

	SscCCom.dll
	<system dir>\ SISCCom.dll
	PC/SC interface module

	SSCryptog.dll
	<system dir>\ SICrypto.dll
	Cryptographic interface module

	SCardDaemon.exe
	<system dir>\ SCardDaemon.exe
	Certificate manager utility

	SscErrMngr.dll
	<system dir>\ SscErrMngr.dll
	Utility module

	SscAsn1.dll
	<system dir>\ SscAsn1.dll
	Ans1 parser module

	SscCrtViewer.dll
	<system dir>\ SscCrtViewer.dll
	Utility module

	SscCertViewer.dll
	<system dir>\ SscCertViewer.dll
	Utility module


5 Changes compared to previous Release

5.1 New Features

n.a.

5.2 Fixed Bugs

Daemon Fixed problem during Smart Card/Smart Card Reader Removal.

5.3 Implemented / closed CR

	CR No.
	Description

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


5.4 Known Errors/Limitations of this Version

With the operating systems Windows 95, Windows 98 and Windows NT, it is not possible to use more than one smart card reader containing a SSC M4.0x smart card with the SSC API.

The Microsoft native Winlogon process fails if SI_CSP is not the first entry in the registry key: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Calais\SmartCards 

If you need to use the Win Logon, please ensure that the first found entry in the above registry key is that of SSC API (Eventually the original registry key of the SSC API must be copied to a key with a name which is the first in the entries list.).

If RSA key pairs are generated with software mechanism (i.e. key generation outside the smart card in software) the browser Netscape crashes. So always use the On-Chip-Key-Generation (default setting) with the Netscape browser.

If more than one smart card is inserted before starting VPN and/or RAS (functionalities of the operating systems Windows XP and Windows 2000) connection, the operation fails.

If two smart card are inserted or removed contemporarily not all the certificates will be propagated.

Before using a smart card wait until the propagation of its certificates is ended.

Before logging out wait until the propagation of its certificates is ended.

In case it is necessary to Plug/Unplug smart card readers, it is necessary to restart the workstation or to close the user session.

SSC API slows down until the certificate propagation is in progress.

Remote Desktop connection between two Windows XP clients hangs the automatic propagation of certificates on the host workstation.

5.5 Warnings

n.a.

5.6 Product Installation

Before installing SSC API, be sure to have installed a smart card reader. Otherwise the installation may not terminate correctly. 

To install SSC API it is mandatory to have admin rights of the workstation.

6 Log File Management of SSC API Sub-Modules

This release of the SSC API allows the user to log some run-time information about the behaviour of the library. It’s also possible to set the level of detail of such information. 

Due to the fact that such functionality is hidden to the host application, enabling the production of a log file means adding a pair of particular keys to the Windows registry; such keys will cause the application to produce the desired file.

In detail the DWORD keys named

· “Ssc_PKCS11” for the SI_PKCS11 and

· “SscCSP” for the SI_CSP 

should be added to the registry folder “HKEY_LOCAL_MACHINE\ Software\SSC_API_10”.

The following log levels are available:

· Log level 0 means no log at all

· Log level 1 reports names, arguments and return values for SSC modules API.

· Log level 2 reports run time information about accessory internal functions.

· Log level 3 reports information about very low-level functions (such as memory management).

All log information (for both SI_PKCS11 and SI_CSP) will be stored in 2 files called

· “PKCS11.log”

· “SICSP.log” 

The files are created in the “C:\” drive of your PC.

Remove the registry keys when log information is not required. Log writing is a heavy operation that could cause loss of performance in the host application.

By default, the driver doesn’t print any log file.

The log is written by a circular log manager. Every time an event is logged, the log manager appends a log to the log file. Every 50 logged events the log manager checks the length of the log file, and cuts the beginning lines in order to make the log file 1000 lines long. So, if the logged event produces one line on the log file, the log file will be 1000 to 1050 lines long. The length of the log and the periodicity of the length check are hardcoded, and the mazimum size of the single log line is 10000 characters.
7 CR handling and reporting

Every time a new problem is detected on a build of the product, it can be reported to the SSC development team. Consider that CRs may arise from both host applications and SSC modules. Actually only CRs concerning SSC modules will be taken in consideration. For this reason, end users who want to report a CR may skip this section and directly refer to the distribution point which is able to report the problem to the SSC development team in a correct way.
7.1 How to report a CR

Every time a new problem will be identified, you can submit a CR to the SSC development team following the template below.  
	Fields

(fields in bold are mandatory)
	Description
	Example

	Name
	The name of the person (or distribution point) who is submitting the CR
	Mario Bianchi

	Role
	The role in using SSC modules, played by the person who is submitting the CR (E.g. developer, end user….)
	Developer

	Company
	Specify the company name (or the particular department) in which is working the person who is submitting the CR
	SSC

	Email Address
	Email address for receiving answers from the SSC development team
	mario.bianchi@sscsrl.com

	Date
	The date when problem occurred
	10/01/2010

	Product version used
	SSC API version used
	1.x.x

	Operating System
	The operating system used
	Windows 2000 professional

	Smart Card Reader
	Smart card reader used.
	Omnikey 3121 serial interface

	Host application
	Host application which is using the services of SSC modules when the problem occurred
	Outlook Express

	Description
	Description of the problem. Describe in detail the situation in which the problem appeared and all its effects. 
	While sending email messages, the software is unable to sign with the Smart Card

	Log files
	Refer to section 5.2
	See PKCS11_log file attached

	File System
	Insert here all the technical information regarding the smart card File System, in use when the problem occurred. If possible, attach to email the packages used to build the card File System.
	–For example: See the attached script, which is useful to generate a smart card file system like the one in which the problem occurred.


8 Error report 

To report an error, send an email, including all the information indicated in the template above and all the possible attachments, to your reseller.
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